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After reading, please return this copy so others may enjoy. 

 

Scams, Cons and You 
 

                                Foreign scammers allegedly sending scam e-mails, possibly to you… 

 

 

Written and compiled by Emmett D. (Don) Mason, Kentucky Colonel 

Mason’s Missives, 8/1/2016, Volume 13, “Scams, Cons, and You” 
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Before you begin reading this presentation please take another look at the picture 
on the cover.  It represents a perfect example of what is taking place around the 
world every day of the year. This room not much larger than an Alcatraz jail cell 
contains about twenty workers, each with a high dollar computer trying to catch 
you in their Fishing Net.  If you don’t learn anything from this information, please 
remember this picture.  Take it with you as you go about your life.  This image may 
save your family assets. 

 

Scams, Cons and You; 
 

Everyone is intrigued by the term Easy Money. Most of us are greedy to some extent. I guess it’s just 
human nature or in our blood as we might say. If we were walking down the street one day and found a 
twenty dollar bill blowing along the sidewalk, I dare say most of us would pick it up, glance around to 
see if someone had dropped it.  Seeing no such person that could lay claim we would put the twenty 
into our pocket and keep walking, maybe with a small smile on our face, as we think of our good fortune 
or luck.  Just how much of that larceny or greed do we have in us? Well that remains to be seen. 

Who in our lifetime can forget the American con film, entitled “THE STING”? The film was set in America 
in 1936 and involved a complicated plot by professional grafters or con-men (Robert Redford and Paul 
Newman) trying to con or cheat a mob boss (Robert Shaw) out of $500,000.  The ‘sting’ or con was 
centered on a pass posted Horse Race (a race that had already been run, with the results known). The 
film also featured its ragtime musical melody (The Entertainer) as background music throughout the 
film. It contained a melody that is upbeat and practically impossible to forget. 

The success of the films con/sting is mainly centered on one thing; the degree of greed and larceny in 
the mind of Shaw, the mob boss. Once he had displayed his greed it’s just a matter of time as the sting 
plays out and the con artists finish the ‘play’ and takes the Mark’s (Shaw’s) money. If the con is a 
complete success the mark doesn’t realize he has been ‘taken’ or cheated.  At least until the cheaters 
are long gone with his money; or he may never know for sure, although he may feel that he has been 
taken. 

To make this con scheme work, an elaborate plan with numerous props, plans and people were needed. 
This sting required several weeks of planning, with hidden bookie joints, police offices and a bankroll to 
make the whole scheme look legitimate.   
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Using the film THE STING in this fashion is my way of showing that there is some greed or larceny in all 
of us and most importantly there are thousands of people out in this huge world of ours, just waiting to 
take advantage of our weaknesses and our thoughts of easy money. 

 

Changing of the times 
Today’s world is quite different from that of 1936. The introduction of the computer, internet, web sites, 
on-line banking, credit cards, mobile telephones and other devices that supposedly make life easier 
better and more worthwhile are now available for everyone’s use, including the crook, con artist or 
shyster, as well as you and your family.  

Scams, cons, tricks and lies have been used for hundreds of years by individual’s desiring to take 
advantage of less knowledgeable people by stealing their money or valuables.  Most of the huge scams 
like ‘The Sting’ have been replaced by simple tricks and cons that may involve only one person and 
occasionally no humans at all. However, they (the Con Men) all have one common purpose and that is to  

Separate You (the Mark) from your Money and/or your life identity.   

x A scam is defined as, a scheme for making money by dishonest means. 

x A con is defined as, to trick somebody dishonestly, usually out of money or property 
by first convincing the victim of something that is untrue. 

x A scheme is defined as, to make a secret plan, to devise plots and plans, especially 
secret or cunning ones intended to cause damage or harm. 

We, the unsuspecting public (especially us older folks) are the targets or victims of these 
Scams, Cons or Schemes devised to convince us that their spiel is real and we need to follow 
their recommendations or directions.   

There are hundreds of potential scams targeting us as we go about our daily routines.  They bombard us 
with Telephone scams, Financial fraud, Charity scams, Ticket scams, Pyramid schemes, Tax-related 
identity theft and others too numerous to list.  The one common thread in all these efforts of trickery is 
you and I.  You and I are the intended victims.  The con, scam or scheme doesn’t work or make money 
for the crook if you and I don’t participate.  Without us they don’t have any victim/sheep to fleece.  

The schemers don’t care if you worked your whole life scrimping and saving for your retired years, they 
want it all and they are devising new plans or schemes every day to achieve their goal.  You ask how we 
can stop them. They spend every day contriving their scam, improving it, using it on folks like us, 
evaluating their success and making changes when they see weaknesses that could be improved. They 
are the professionals, con men one and all.  We are the amateurs, and we are at their mercy.   
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A typical scam example: 

It’s a hot Tuesday afternoon when we get that phone call from the IRS.  We have all received a notice 
from IRS at some time in our lives.  We don’t want to hear from IRS.  Usually it means that we owe them                
money or have to schedule an audit of our recent tax report.  We get nervous, agitated, and even afraid 
of the auditing prospect. How can we resolve this problem quickly and with the least possible cost? It’s 
simple, just call the number they give you on the phone and your troubles will go away.   

You have two simple options, Just wait for IRS to come knocking on your door, possibly with an arrest 
warrant or call the given number, 312-555-1212, answer a few questions and maybe give  them a small 
check or credit card  to satisfy your tax obligation. Well that took care of your problem, now you can 
relax a little, maybe even have a glass of wine, even if it is not yet five p.m.  But, Hark, your main 
problem is just now beginning. You have just given your most precious commodity, your personal 
identification and other valuable information to an unknown person/scammer in Pakistan, India, Russia, 
Nigeria or possibly China. 

In a matter of minutes your personal information is sold to awaiting buyers who are experts at making 
the best use of your information in the shortest possible time.  This little mistake may cost you tens of 
thousands of dollars and years to get your identity back.  Just think, for a while you don’t exist, there is 
another person running around Europe that has your name and financial information. You may not be 
able to prove that you are the person you say you are. What do you do now? How do you handle that? 

The solution is to educate yourself and your family about the possible scams that are prevalent today 
and how to respond if they present themselves. 

 

Telephone Scams and Frauds in Today’s World 

In today’s society most American families have one or more telephone land lines and a couple of cell or 
mobile telephones.  As a result, everyone in the family remains in frequent contact with other family 
members; plus their own bank of friends.  This seems to be supported by a recent study completed by 
Flurry Analytics which reports “that Americans check their phones every six minutes (150 times per day), 
and spend up to 162 minutes per day on their mobile instrument.  This use is further broken down with 
26% of the time spent talking, 20% texting, networking 16%, e-mail and websites consume 23% and 
gaming accounts for nearly 17%”. Taylor Soper, a Geek Wire staff member reported “that we are in the 
sixth year of our Mobile Revolution;” as a result these figures will tend to rise annually until we reach 
the pinnacle of our Mobile Revolution. 

Thousands of Americans are scammed daily by one method or another.  The method doesn’t matter it’s 
the end result that matters, which is the loss of your money and personal information and may lead to 
further financial loss.   
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The following are common Telephone Scams and should be treated as such: You may come face to face 
with them on a daily basis. There may be some legitimate businesses trying to promote the same 
product, but it’s better to avoid the scam than to become their next victim. If you are truly interested in 
what they are offering you can do your own due diligence, and then buy the product from one of your 
local stores or businesses. 

a. Charitable Groups: Urgent requests to help fund recent local disaster relief efforts; or possibly 
requests to help fallen police officers and their family. Check out. 

b. Travel Packages:  Calls that offer free or low fare vacations that can cost you dearly. Travel Alert. 
c. Credit Cards and Loans: Many include payday loans, protection for credit card loss, cheaper 

interest rates etc. Be Aware. 
d. Fake Business or Investments: Use of fake prizes, products and services as bait.  Don’t Bite. 
e. Expired Car Warranty:  Offering additional miles for small costs. Not affiliated with the dealer. 
f. Event Tickets: Selling counterfeit tickets with good logo and bad barcodes to concerts or sporting 

events. Check ticket for date, time etc. to make sure they match your event. 
g. Home Roof or Storm Repair: Towns are overrun when disaster strikes. Don’t pay until the job is 

done and you are satisfied. Many take your money and run without doing any work. Check out 
your contractor before hiring and or paying money. Best price is not always the best deal.   

h. Lottery and Sweepstakes: Beware of foreign lotteries, these are illegal in America. Don’t Buy. 
i. IRS Calls: Solve a tax problem or receive IRS refund check.  IRS will not CALL YOU, Scam Alert. 
j. 900 Area Code Messages: Beware of telephone calls involving 1-900 area codes.  Most 900 area 

codes are billed by the minute by the telephone company.  In most instances the rate per minute 
can range from five dollars to ninety-five dollars per minute. They are considered as legitimate 
charges by the phone company, since you called them.  Don’t believe their message and do not 
call them.   

 

Popular Internet and Computer Scams in Today’s World 

Most internet fraud is generated by or through the use of e-mails to your computer.  The term 
“Phishing” (also known as spoofing, carding or fishing) refers to e-mails designed to acquire personal 
and financial information, from you. They are hoping that you will provide your account password, social 
security information, credit card information or other pertinent personal data to them.  The mail may 
look legitimate, but rest assured it is not.  

As a rule of thumb, you should never send credit card information, passwords or personal data without 
verifying that the request is from a legitimate source.  
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The following “Phishing” e-mail is provided to show a typical example of a Scam being perpetrated in the 
name of LaSalle University. 

 

Millions of these emails are sent to people like us on a daily basis.  They may use the name of your old 
college to make it all seem more legitimate. Do not click on any links provided in the e-mail, closer 
inspection of the link may reveal the link has nothing to do with the company/college the e-mail 
pretends to be from. Don’t be afraid to nit-pick the e-mail for small errors and mistakes which may show 
you that it originated overseas and is further proof of being a scam.  It is unlikely the example above is 
legitimate as it was sent on Saturday at 5 p.m. with incorrect wording (Other vs Order) in the text. 

Forbes reported that over 30,000 web sites are hacked daily and that over one million people per day 
fall victim to Cyber-crimes such as ‘Phishing’.  There are thousands of ‘Phishing’ subjects, some of which 
may catch your eye.  They may include dating sites, ‘friend’ invitations at Facebook, vehicle warranties, 
donations to murdered police officers and many more like them.  Be suspicious of everything sent to 
you that you didn’t ask for or request.   

a. Pet Scams: Offers of free pets but end up charging recipients for care and license and possibly 
transportation costs.  Don’t feed the animals. 

b. Remote Computer Repairs:  Giving others online access to your computer to fix a problem, 
usually one that the scammer caused.  The name “Microsoft” is usually mentioned giving more 
legitimacy to their scam. Do not click on links, do not call the phone number listed. Giving them 
access allows them to steal more information and inflict more damage to your computer. Your 
author has been taken on this scam and can speak from personal experience to the tune of 
$300.00 to repair the computer in the local market. The word “Microsoft” won me over. 
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c. Friends in Need:  Usually your friend’s computer is hacked and the hacker sends you an e-mail 
from his account, requesting you to send him money for transportation or whatever reason they 
may list.  Usually they say they are overseas, victim of a stolen wallet, etc.  Of course your friend 
isn’t aware of the fake mail sent to you.  Your author has received several of these scams in the 
past. Do not respond, your friend will thank you. 

d. Work from Home: Requiring you to purchase some job related item or a pay check written to 
you that you didn’t earn; or possibly needing your financial information to direct deposit your 
pay check.  Either way, they are after your personal info.  Don’t fall for their phishing. 

e. Collection Agency: Asking you to pay an old invoice that you probably don’t know anything 
about; or for a service you didn’t request.  They become loud and angry and threaten you with 
arrest if payment is not made immediately. Don’t pay or give your personal info.  

f. Loan Offers: The perfect opportunity to obtain a consolidated debt loan. They say you are pre-
approved but they require an up-front fee to process the loan or specific information for direct 
deposit to your account. Another ruse. 

g. Time-Share: Renting or selling of property that they don’t own and that may not even exist.  All 
they want is your money or financial information to close the deal. Balk at the deal. 

h. IRS: These are in heavy use because everyone is fearful of the IRS. IRS will never contact you by 
phone or e-mail.  Fear is the scammer’s best ally.  Don’t let fear cause you to make the wrong 
choice. 

i. Fake Employment Recruiter: Part of their hiring process is asking for your social security 
number. Never, ever, give out personal information unless you have initiated the process. 

j. Home Employment: Offers high pay, short hours, is poorly written and offers immediate hiring 
approval.  Beware this offer. 

k. Internet Employment: You are hired at $490.00 per week, a second e-mail arrives telling you 
that a check for $3,200 was sent to you by mistake, they ask you to deposit the large check, 
keeping your $490 pay and forwarding the balance to the third party that should have gotten 
the check in the first place. After sending money to the third party, the initial company’s check 
bounces leaving you in the hole for $2,710.00. How could you possibly fall for such a gullible 
scheme, surely you didn’t.  

l. Free Meals for Attending Investment or Retirement Seminar: Many of these might be legit.  
However, many charge high commissions and do a lot of account churning.  Perform your own 
due diligence and then hire your own investment counsel. Cheaper to buy your own meal. 
 

Report Scams and Abuses 
The list of scams goes on and on.  They may change a little as the scammers refine their product. But 
they are still there every day just waiting for us to relax our guard, and then the axe will fall. Your best 
defense against scams is you, not technology. 

A lot of readers will continue to fall for their scams and cons. When and if that happens please use the 
following list of offices to report various scams, especially if it’s a subject that is new or unknown to you.  
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x Avoid phone scams by placing your home and cell phone numbers with the “National Do Not 
Call Registry” by calling 1-888-382-1222. 

x Parkview Community, please report ALL scams or abuses to Diane at 972-439-1326. 

x Please report telephone or telemarketing fraud to the Federal Trade Commission (FTC) at            
877-382-4357 or  877-438-4338. 

x Report event ticket related scams to the State Consumer Protection office at 800-621-0508. 

x Report charity fraud to the State Attorney General office at 800-621-0508. 

x Contact one of the three major credit reporting agencies to place a fraud alert on your credit 
records. 

o Equifax: 1-888-766-0008 
o Experian: 1-888-397-3742 
o TransUnion: 1-800-680-7289 

x Report all unsolicited email claiming to be from IRS to, phishing@irs.gov. 

x To determine if a caller is an IRS employee with a need to contact you. Call 800-366-4484. 

x If you think you owe taxes, call the IRS directly at 800-829-1040. 

 

 Five final pieces of advice: 

1. If something sounds too good to be true, then it probably isn’t true, and is probably a scam of 
some kind. 

2. DON’T CLICK ON THAT LINK, It’s better to miss a small deal than to make a bad deal that will 
haunt you for the rest of your life. 

3. Take another look at the picture on the front cover of this article and carry it with you (in your 
mind).  That image may save you mucho dollars. 

4. Consider obtaining an Identity Protection Service for additional personal protection.  See below. 
5. Consider using a reliable computer GEEK to help resolve computer problems such as software, 

hacks, frozen computers, new installations, etc.  If you don’t have one, use mine; his name is 
Jeremy Zuther and he can be reached at WWW.Topggeeks.Net or phone 469-261-7000. Your 
author has used his services many times in the last eight years and highly recommends his talent 
and work ethics.  Enough Said. 

 

 

mailto:phishing@irs.gov
http://www.topggeeks.net/
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Identity Theft Protection Services 

 

Three of the many Identity Theft protection companies are listed for your review. Your author does not 
offer a recommended service.  All seem to have positive features that will help you make your final 
choice. Please note that their large fund guarantee does not mean that a person with Identity Loss can 
be reimbursed up to millions for their loss. Your author is of the opinion that the company may and 
possibly could spend that amount during the legal process of providing your protection or helping in the 
recovery of your loss. Please confirm this with the company or your legal representative. 

Identity Force- 844-825-4442 offers 1 million in insurance coverage based of several plans from 
$200 per year or $13.00 per month after a Free 30 day trial membership. 

Life Lock- 800-416-0599 also offers 1 million in coverage with three plans ranging from $10 to $20 or 
$30 per month of service. 

Legal Shield (ID Shield) - 888-494-8519 advertises up to 5 million in insurance coverage. Plans range 
from $10 for individuals to $20 for a family.  Children plans are also provided. 

 

You have one identity, only you can protect it. 
 

 

 

Written and Compiled by Emmett D. (Don) Mason, Kentucky Colonel 

Mason’s Missives, 8/1/2016, Volume 13,” Scam’s, con’s and you”  
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Usa.gov/identity-theft and usa.gov/common-scams-frauds 

Support.apple.com/en-us from Apple Support and IRS.com 

  


